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How to 
Defend Your 
PKI Estate



The last 15 years 
have been great for 

transport layer 
security…



…but public PKI 
remains as insecure 

as it’s ever been.



In 2011, the 
DigiNotar CA was 

struck. Full 
compromise.



More than 500 fraudulent 
certificates issued.

Source: Bulletproof TLS and PKI, 2nd edition



Estimated 300,000 
users attacked.

Source: Bulletproof TLS and PKI, 2nd edition



The same thing 
could happen 

today.
We’d only be better at detecting it, 

but the core problem remains.



Agenda: State of The 
Art Public PKI Security

Can someone else get a 
certificate for my domain?

Can we detect them?

Can we prevent them?

How will we recover?

1

2

3

4



Who am I?

SSL Labs



How Public  
PKI Works
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Certificate issuance TOFU
TOFU stands for Trust On First Use

Implicit authentication 
vulnerable to hijacking: 

DNS, routing, and 
network access.



Any CA can issue  
certificates for 
your domains… 
without your 
consent.



Common CA Database
CCADB is the system Apple, Chrome, Microsoft, and 

Mozilla use to track CAs and their certificates. 

Organizations

Countries

94

42

39 with roots trusted by all 4 vendors

22 with CAs trusted by all 4 vendors

http://www.apple.com/uk


Top CAs: By Issuance

Source: Ryan Hurst https://x.com/rmhrisk/status/1868740608275497364/photo/1 

https://x.com/rmhrisk/status/1868740608275497364/photo/1


Top CAs: Firefox

Source: Matthew McPherrin https://github.com/mcpherrinm/cert-count 

https://github.com/mcpherrinm/cert-count


Attack Vectors

• Active Network Attacks  
Against DNS and servers, and routing

• Direct Infrastructure Attacks  
Your validation infrastructure, incl. DNS

• Misconfiguration 
Predominantly dangling DNS

• CA Compromise  
Lack of security; governments  
and law agencies

What are some of the more likely exploitation vectors?



Historical Attacks 
Against Public PKI

Showing that these attacks are 
practical, not only theoretical



Source: https://blog.cloudflare.com
/unauthorized-issuance-of-certificates-for-1-1-1-1/ 

Unauthorized CA 
issuance… repeatedly

https://blog.cloudflare.com/unauthorized-issuance-of-certificates-for-1-1-1-1/


.cd dangling nameserver
Source: https://labs.detectify.com

/w
riteups/how

-i-hijacked-the-top-level-dom
ain-of-a-sovereign-state/ 

https://labs.detectify.com/writeups/how-i-hijacked-the-top-level-domain-of-a-sovereign-state/


KLAYswap BGP hijack

Source: https://blog.citp.princeton.edu/2022/03/09/attackers-exploit-fundam
ental-flaw

-in-the-w
ebs-security-to-steal-2-m

illion-in-cryptocurrency/ 

Mitigated, as of recently, via multi-perspective validation (MPIC).

https://blog.citp.princeton.edu/2022/03/09/attackers-exploit-fundamental-flaw-in-the-webs-security-to-steal-2-million-in-cryptocurrency/


MITM against jabber.ru
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Hijacked the network connection to get a certificate and MITM traffic.

https://notes.valdikss.org.ru/jabber.ru-mitm/


The network is  
not secure

Source: https://w
w

w.itpro.com
/security/cyber-attacks/all-us-forces-m

ust-now
-assum

e-their-netw
orks-are-com

prom
ised-after-salt-typhoon-breach

Motivated attackers will attack your DNS and network traffic.

https://www.itpro.com/security/cyber-attacks/all-us-forces-must-now-assume-their-networks-are-compromised-after-salt-typhoon-breach


Flame breaks MD5

Source: Bulletproof TLS and PKI, 2nd edition

It's a question of motivation. Flame was extraordinary.



Certificate 
Transparency

A global system for certificate  
issuance monitoring in Web PKI



Certificate Transparency
Before issuance, CAs publish to multiple Certificate Transparency logs.
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2.4 billion valid certificates

Source: https://radar.cloudflare.com/certificate-transparency   

In October 2025, about 1 billion issued in the past three months

https://radar.cloudflare.com/certificate-transparency


3 billion entries in a single log



MANY CT ADVANTAGES 
Issuance monitoring. 

Discovery.  Availability. 
Cryptoagility. 

A global system for certificate issuance 
monitoring in Web PKI and mobile apps.



CT Monitoring
CT is noisy and can turn into a waste of time. 

Consider these two strategies.

Easy: Alert on observing 
unexpected CAs.

High Assurance: Track what 
you issue, compare with 
what you observe. 
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Certification Authority 
Authorization (CAA)

Tools for domain name owners to 
control certificate issuance.



DNS CAA Resource Record
Mandatory for all CAs from September 2017. RFCs 6844, 8659, 9495, BIMI VMC.





Template CAA Configuration
Control of issuance, wildcards, email, and BIMI certificates.



CAA ACME Extensions
RFC 8657 (November 2019). Limited support at the moment.



Restrict ACME validation methods and enforce issuance  
from specific CA customer accounts.

CAA ACME Extensions

example.com.    CAA    0    issue "letsencrypt.org; accounturi= 
                                  https://acme-v02.api.letsencrypt.org 
                                  /acme/acct/1726001367"

example.com.    CAA    0    issue "letsencrypt.org; validationmethods= 
                                  dns-01"



DigiCert’s Proprietary 
Account Locking

example.com.    CAA    0    issue "digicert.com; account= 
                                  fce9431ca2df7ae0d25a6de09587fdc1 
                                  ff1616e7187655a18eb72723a0b85c86"

Configure CAA with a random number provided 
in the CertCentral product.



PKI Posture 
Management 

Blueprint



Step 1: Threat Modelling

• Websites  
CT for detection and deterrence

• Mobile apps  
CT supported on iOS and Android 16

• Public APIs  
No CT

• Other network traffic  
No CT. DANE may help with SMTP 

Understand your attack surface against attacker resources and motivation



Step 2: CT Monitoring
Make use of CT and additional monitoring to 

build an inventory of assets and configuration.

Build an inventory of your 
top-level domain names.

Use CT to build an inventory 
of your certificates.

Mine certificates for 
subdomains.
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Step 3: Network Monitoring
Deploy monitoring of some or all aspects of security configuration.

TLS / PKI / HSTS / CSP / 
HTTP / CAA / Automation 

/ Expiration / Post-
quantum cryptography



Step 4: Easy CAA
Start with easy improvements that will improve  

security of your entire inventory.

Restrict issuance to 
CAs already in use

Restrict S/MIME and BIMI 
because you can

Monitor for certificates 
from unknown CAs
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Step 5: Robust CAA
Maybe difficult to do for everything, but feasible  

for selected high-value properties.

Resolve to use certificates 
from only two or three CAs

Centralize issuance so that 
you can build an inventory of 
"known good" certificates

Monitor for certificates that 
are not on your list
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Source: https://cabforum
.org/2025/06/18/ballot-sc-085v2-require-validation-of-dnssec-w

hen-present-for-caa-and-dcv-lookups/ 

DNSSEC prevents DNS spoofing. Mandatory for CAs to check from 
March 2026. Alternatively, distribute your DNS servers to take advantage 

of multi-perspective validation (MPIC).

Step 6: DNSSEC

https://cabforum.org/2025/06/18/ballot-sc-085v2-require-validation-of-dnssec-when-present-for-caa-and-dcv-lookups/


Step 7: Short-Lived 
Certificates

No one is seriously checking for revocation. Short-lived 
certificates offer better security for high-value properties.



Step 8: Use a Private PKI
Extra security for private ecosystems, such as mobile APIs.

Advantages  
Insulates you from the 
weaknesses in public 
PKIs.

Disadvantages 
More work to build and 
maintain, easier to 
mess up.



Step 9: Monitor For Attacks
From multiple perspectives, check that you're seeing the 

certificates you know. Reuse DANE if you have it. NEL may help.



Step 10: Static Public Key Pinning

Source: https://searchfox.org/firefox-main/source/security/manager/tools/PreloadedHPKPins.json 

In Chrome since 2011, later added to Firefox. Now used only by Google and Mozilla.

https://searchfox.org/firefox-main/source/security/manager/tools/PreloadedHPKPins.json


Resources
We've just scratched the surface. 

Here are some of our free resources 
for you to continue with.



https://redsift.com/resource-center 
(registration not required)

In-depth TLS, PKI, 
and PQC guides

https://redsift.com/resource-center


https://www.hardenize.com 
Hardenize

https://www.hardenize.com


Free PKI monitoring, in 
collaboration with Let’s Encrypt

https://redsift.com/pulse-platform/certificates-lite 

https://redsift.com/pulse-platform/certificates-lite


THANK 
YOU!



Alternatives and 
Possible Future 
Improvements

Roads less travelled, which may be 
useful for your use cases.



DANE binds PKI to DNSSEC
Browsers don't support it. SMTP servers might. See also 

RFC 9102 as a way to avoid DNSSEC lookups.



CAA extensions for  
strong authentication?

Source: https://secure-certificates.princeton.edu/cryptographic-dom
ain-validation.pdf 

https://secure-certificates.princeton.edu/cryptographic-domain-validation.pdf


CAA “False Positives”
Watch for delegated domains and services that 

provide managed certificate issuance.

• When you delegate your DNS 
via a CNAME, you're delegating 
CAA as well.

• Your suppliers will override CAA 
and may have their own 
preferred CAs.

• Their CAA may be ephemeral.



Revocation
What do we do when we discover a 

misissued certificate?



There is no revocation 
checking in Web PKI



Mozilla’s CRLite... 
too little too late?


