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» Technical business development manager for
embedded open source - Robert Bosch GmbH

» Technical Steering Committee Chair & .
WG Lead - LF’s ELISA project OREd0,
» 15years+ Linux user C;)'”:"-';-'
(and open source enthusiast) e RS

» 10 years+ Linux in Automotive
(mainly in field of infotainment)
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ENABLING LINUX IN SAFETY APPLICATIONS
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Linux in Safety Critical Systems

“Assessing whether a system is safe,
requires understanding the system sufficiently.”
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Linux in Safety Critical Systems

Understand Linux within that system context
and how Linux Is used In that system.

BELISA

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN



Linux in Safety Critical Systems

Select Linux components and features
that can be evaluated for safety.

BELISA
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Linux in Safety Critical Systems

ldentify gaps that exist where more work Is needed
to evaluate safety sufficiently.
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Challenges: Linux in Safety Critical Systems

The Linux kernel has: Traditional safety-critical OS has:
e Large Development Ecosystem o« Hard Real-time Capabilities
e Security Capabilities e Proven Safety-compliant
e Multi-Core Support Development Process
e Unmatched Hardware Support o
e Many Linux Experts at all levels

available

Can these differences be tackled?

BELISA
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Understanding the Limits

The collaboration...

cannot engineer your system to be safe.

cannot ensure that you know how to apply the described process and methods.
cannot create an out-of-tree Linux kernel for safety-critical applications.
(Remember the continuous process improvement argument!)

cannot relieve you from your responsibilities, legal obligations and liabilities.

But...

ELISA provides a path forward and peers to collaborate with!

BELISA
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“The mission of the project is to define and maintain a common
set of elements, processes and tools that can be incorporated into
Linux-based, safety-critical systems amenable to safety certification.”

“The scope of the project includes software and documentation
development under an OSl-approved license supporting the mission,
Including documentation, testing, integration and the creation of other
artifacts that aid the development, deployment, operation or adoption

of the project.”

from the

MRS
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https://elisa.tech/wp-content/uploads/sites/75/2020/08/elisa_technical_charter_082620.pdf

ELISA Working group focus (based on mission)

e Elements / Software
e Processes
e TOOIS

e Documentation

BELISA
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ELISA Working group focus (based on mission)

/_I meta-elisa

e Elements / Software

el o
e Processes

/_I Codechecker Workload tracing
\ Call-Tree

e Documentation &

e TO0OIS

-/

YO
GitHub Gdrive Blog Whitepaper

BELISA

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN


https://github.com/elisa-tech/wg-automotive/pull/26
https://github.com/elisa-tech/meta-elisa/pull/28
https://github.com/elisa-tech/Safety_Architecture_WG/tree/main/call_tree_tool
https://codechecker.elisa.tech/
https://github.com/elisa-tech/ELISA-White-Papers/blob/master/Processes/Discovering_Linux_kernel_subsystems_used_by_a_workload.md
https://github.com/elisa-tech/wg-automotive/pull/26
https://drive.google.com/drive/folders/1Y6Uwqt5VEDEZjpRe0CBCIibdtXPgDwlG
https://elisa.tech/blog/
https://github.com/elisa-tech/ELISA-White-Papers/blob/master/Processes/Discovering_Linux_kernel_subsystems_used_by_a_workload.md

ELISA working groups fit in a reference system

e Linux Features, Architecture and Code
Improvements should be integrated into the
reference system directly.
comaner | D%
Other

e Tools and Engineering process should (RT)OS
serve the reproducible product creation. I ™

Features

Architecture

o Medical, Automotive, Aerospace and
future WG use cases should be able to strip
down the reference system to their use case
demands. Tool Investigation &

Code Improvement
Open Source
engineering proecess g El_ SA

ENABLING LINUX IN SAFETY APPLICATIONS




ELISA working groups fit in a reference system

ELISA MINI SUMMIT REGISTER TODAY! I

WEDNESDAY, DECEMBER 7 | 9:00 - 12:30

Location: Room 315 (3F)
Registration Cost: $10

L@

Enabling Linux in Safety Applications (ELISA) aims to create a shared set of

tools and processes to help companies build and certify Linux-based safety-
critical applications and systems whose failure could result in the loss of human
life, significant property or environmental damage.

S UMMIT ELISA Mini Summit Speakers:

®
0
i

+ Kate Stewart, VP, Dependable Embedded Systems, Linux Foundation

¢ Philipp Ahmann, Product Manager, Robert Bosch GmbH

v

engineering proecess I =+ A
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Interact with other communities (outside of ELISA)

\

e Safety-critical open source projects

“If you have an apple and | have
e Identified OSS project with safety-critical relevance an apple and we exchange

and comparable system architecture considerations > these apples then you and | will
still each have
But if you have an idea and I
have an idea and we exchange

/\ g S O A F E E | SDV these ideas, then each of us will

AUTOMEITIVE \ECLIPSE have

GRADE LINU. OUNDATION — George Bernard Shaw

BELISA
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Interact with other communities (outside of ELISA)

KEYNOTE ADD TO SCHED!

Tuesday, December 6 = 10:00am - 10:20am

@ ‘ Keynote: Kate Stewart, Vice President of Dependable Embedded Systems, The Linux Foundation

Speakers

Kate Stewart
= gl ) Vice President of Dependable Embedded Systems, The Linux Foundation

=
-
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ELISA Automotive WG — dashboard warning sign use case

_—

e Mechanical dashboards and LED based safety ',
related warning signs (tell tales) turn into pure
display solutions implemented in the OS.

e A use case to derive safety requirements.

e Tell tales don’t involve complex
sensor/actuator setups.

e Relaxed timing constraints.

Relatively easy to understand.

e Basic challenges representative for more
complex use cases.

Photo by Viktor Theo on Unél:' |



https://unsplash.com/@viktortheo?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Use case benefits

e Limited subsystems & components. e Good to visualize and explain to others.
o Moderate safety integrity level.
e Fairly simple high-level system diagram.
e Relaxed timing constraints. e Sample implementations exist e.g. from
AGL (though without safety in mind).

e System level architecture can scale to
different hardware and software architectures.

e Can increase safety demands to the Kernel

Driver of System including
Step by Step . Instrument Cluster
| I
] ]

I I
| I
Displa External
Py Watchdog
1
1

A way forward towards driver assistance

and other advanced use cases! Dispiay backight g EU SA
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Instrument cluster enhancements

philipp@GB-BER7-philipp:~/projects/agl/needefis
0,hostfwd=tcp::2222-:22 , hostfwd=tcp::2323-:23
sb-tablet -device virtio-rng-pci -vga virtio -s
mp 4 -m 2048 -serial mon:stdio -serial null -k
onsole=ttySe,1152060n8 quiet
gemu-system-x86 64: -watchdog i6388esb: warning
gemu-system-x86 64: warning: '-soundhw hda® is

Automotive Grade Linux 14.0.1 gemux86-64 ttySe

gemux86-64 login: []

e Demo ported to needlefish
( )

1] ”‘.r’t'
100 120 ",
~ 80 140 %,

3 1607

180-

€ 114 %

kimifh

e QT based running on gemu

220 &
L5

o added to
illustrate tell tale safety
monitoring

AUTOMBTIVE

_natdey user,id=net
-usb -device u
wWm -m 4096 -s
ifile.timer=1 ¢

More about it during the
ELISA MINI SUMMIT
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https://github.com/elisa-tech/meta-elisa/pull/28

Tell tale system context

Driver of
vehicle

Source of State Telltale
Info (non-safety) Requester
System including
Instrument Cluster
External
Watchdog

Display backlight

Responsible for displaying
safety-critical information (tell tales)
as part of cluster display

Part of a system that includes the
Instrument cluster

System level architecture can scale to
different hardware and software
architectures.

Includes an external watchdog

Can increase safety demands to the

Kernel step by step.
BEL[NA
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Tell tale system context

|ltale requester
atus

ale
et tellta
“AN bus?)

Jpdate state Update telltales
(IPC?

)
t Model (e.g. QT)

quire: !
: : Response
Telltale checking
Read 1
Image

&

Data :
1
Retumnbuffer

Responsible for displaying
safety-critical information (tell tales)
as part of cluster display

Part of a system that includes the
Instrument cluster

System level architecture can scale to
different hardware and software
architectures.

Includes an external watchdog

Can increase safety demands to the

Kernel step by step.
BEL[NA
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Similarity with other use cases

Basic challenges representative Non- safety Camera
requests Requester
for more complex use cases

Source of State Telltale
Info (non-safety) Requester

Driver of System including Driver of System including
vehicle park distance control vehicle surround view monitor

Driver of System including + + + *

vehicle Instrument Cluster

¥ X

| [ I |
| | I |
| [ I |
| | I I
| L | 1

1 : /
Display il External External

A Watchdog Watchdog
: A
: 1
I
I
I

Display backlight

Use the tell tale use case work
to derive your own use case.

Display backlight

BELISA
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Tell tales

Work in Progress - License: CC-BY-4.0
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Getting involved...

e Join main technical and weekly calls of interest:

o

o

Main Technical List:
Safety Architecture Workgroup: safety-architecture@lists.elisa.tech

Open-Source Engineering Process WG

Linux Features for Safety-Critical Systems WG:

Automotive Workgroup:

Systems Workgroup:

(Full list at: )

e Contribute content, review materials and add your comments to:

o

o

o

o

ELISA Technical Community google drive:

ELISA github repository:
ELISA github issue tracker:

“Final location” for (Architecture/Process/...) documentation on kernel:

BELISA
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https://lists.elisa.tech/g/devel
https://lists.elisa.tech/g/safety-architecture
http://osep@lists.elisa.tech
http://linux-features@lists.elisa.tech
https://lists.elisa.tech/g/automotive
https://lists.elisa.tech/g/systems
https://lists.elisa.tech/g/linux-features/subgroups
https://drive.google.com/open?id=1Y6Uwqt5VEDEZjpRe0CBCIibdtXPgDwlG
https://github.com/elisa-tech/workgroups
https://github.com/elisa-tech/workgroups/issues
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/tree/Documentation

