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About us: TI Processors and Open Source
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Upstream FIRST!

✔Upstream FIRST mentality!

✔Decades of contribution and collaboration

✔Focus on long term, sustainable and quality products

✔Upstream & opensource ecosystem in device 

architecture

✔Ingrained culture to give back to the community



Introduction to the Speakers

Manorit Chawdhry, Senior Software Engineer at Texas

Instruments, Bengaluru.

- Security in Jacinto SoCs.

- U-boot, TF-A, OP-TEE, Linux device driver development.

Keerthy Jagadish, Jacinto Apps Manager at Texas Instruments,

Bengaluru.

- Linux, Thermal Power, Early bootup.
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Overview

• Basics of Arm TrustZone

• What is OP-TEE

• How do we interact with OP-TEE

– Pseudo Trusted application

– User Mode Trusted application

– How to choose a trusted application

• Control flow of OP-TEE

• Extended OTP trusted application
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Disclaimers

• This is a technology presentation, not product-readiness or roadmap 

commitment

• Opinions presented here are that of the speakers and may not reflect that of 

Texas Instruments Inc.
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Why need a secure world

Protects sensitive data (keys, credentials)

Shields these sensitive applications in case of compromise

Used in phones, IoT devices, and payment systems

Foundation of secure services (DRM, biometrics, payments)



Basics of Arm TrustZone
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What is OP-TEE



Pseudo Trusted application

• Size of OP-TEE 

• Faster loading

• Bugs can crash the OP-TEE kernel.

• SCMI, HWRNG, etc.

(https://github.com/OP-TEE/optee_os/tree/master/core/pta)



User Mode Trusted application



How to choose a trusted application



Control flow of OP-TEE

There are 3 core components of OP-TEE

• OP-TEE OS

• OP-TEE Client

• OP-TEE Kernel Driver



Control flow of OP-TEE (EL0)

Step-1: Initializing the context



Control flow of OP-TEE

Step-2: Opening the Session



Control flow of OP-TEE



Control flow of OP-TEE



Control flow of OP-TEE



Control flow of OP-TEE



Control flow of OP-TEE



Control flow of OP-TEE



Control flow of OP-TEE



Control flow of OP-TEE



Extended OTP application

Why the need?

Customers use one-time programmable E-fuse bits 

(extended OTP) for storing versioning information, 

which is useful during OTA updates, custom stacks, 

etc.

For this, we needed a host application from Linux 

that could help securely write these values.

Why OP-TEE?

The TI foundational security (TIFS) exposes some 

APIs to write these bits in an access control manner 

to allow only secure hosts to write to this. 



• The non-secure world invokes a command call, and that goes through the entire 

stack to reach our pseudo-trusted application to write only the bits exposed 

through the extended OTP

Extended OTP application

Host side (EL0)



Extended OTP application

Secure side (S_EL1)

Only OP-TEE has access to 

call the following APIs

OP-TEE exposes only the 

extended OTP related APIs 

so that the non-secure side 

(Linux) can write/read and 

lock it.



Extended OTP application

Writing to the extended 

OTP bits



Extended OTP application

Reading from the 

extended OTP bits



References

• https://optee.readthedocs.io/en/latest/general/about.html

• https://slava-moskvin.medium.com/arm-trustzone-a-crash-course-for-reversers-

923e5812eccb

• https://software-

dl.ti.com/tisci/esd/latest/2_tisci_msgs/security/extended_otp.html

• https://trustedfirmware-a.readthedocs.io/en/v2.12/components/spd/optee-

dispatcher.html

• https://docs.kernel.org/tee/op-tee.html

28

https://optee.readthedocs.io/en/latest/general/about.html
https://slava-moskvin.medium.com/arm-trustzone-a-crash-course-for-reversers-923e5812eccb
https://software-dl.ti.com/tisci/esd/latest/2_tisci_msgs/security/extended_otp.html
https://trustedfirmware-a.readthedocs.io/en/v2.12/components/spd/optee-dispatcher.html
https://docs.kernel.org/tee/op-tee.html


Credits and Acknowledgement

• Texas Instruments Inc.

• The Linux Foundation.

29



Q&A

• Contact Information:
– Manorit Chawdhry <m-chawdhry@ti.com>

– J Keerthy <j-keerthy@ti.com>

• Also on IRC @ libera.chat #linux-ti
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Learn more about TI products

‒ https://www.ti.com/linux

‒ https://www.ti.com/processors

‒ https://www.ti.com/edgeai

https://www.ti.com/microcontrollers-mcus-processors/overview.html
https://www.ti.com/processors
https://www.ti.com/edgeai

