
Simplifying Update 
Management with Autopatch



Attention

MMS sessions are 60-75 minutes followed by LONG Q&A

Please hold detailed questions until that Q&A starts

Feel free to ask clarification questions

Remind the speakers to use Zoom It when you can’t see



What is Autopatch

➢ Comprehensive Cloud Update Management Solution: 
Integrates Windows Autopatch, Windows Update for Business 
Deployment Services, and Microsoft Intune Update 
experience into a unified product called Windows Autopatch.

➢ Broad Availability: Accessible to all Windows E3+, F3+, A3+, 
and Business Premium customers



Story Arch

 Unified Update Management

 Safe Rollout practices – AP groups setup, RBAC, Preset profiles

 Quality Update tools and tips – Rings, Expedite 

 Feature Update Management – Win 11 EOL, Optional updates, side-by-side 

 Drivers and Firmware – Wingman tools for IT admins 



Speakers

Can’t see our slides? Can’t hear? Need to repeat the question? Call us out!

Ken Goossens Surabhi Calla



Unified Update Management Experience

Known vulnerabilities

Unpatched OS and M365 
exploits are the way in for bad 

actors

Competing IT priorities

Environments are more 
complex and specialized skills 

are rare

Reduce costs

Optimize budgets to improve 
or maintain service



Unified Update Management Experience

More secure

Updates applied 
automatically, even Zero-day

More productive

IT teams can spend more time 
on higher-value tasks

Less overhead

Reduce inputs, consolidate
vendors, retire infrastructure



Windows Autopatch

Update tasks

Evaluate and select which updates to perform, such as drivers, Microsoft 365 apps, and feature updates.

Define and test the protocols.

Define the rollout structure and schedule.

Monitor the updates and pause or roll them back.

Where we are today!

Handle everything 
yourself

Let Microsoft 
handle everything

2025 2022



Releases Blade



Update rings



Feature updates



Quality updates



Driver updates



Monitor



Automatic ring-based rollouts

 Balance speed and safety

 Identify issues early

Broad: 90%

Fast: 9%

First: 1%

Test



Reboot-

sensitive

Information Workers

Custom Autopatch Groups

 Match your 
organizational/business 
structure in Autopatch

 Divide your tenant by 
need

 Up to 300 groups of 
rings
(i.e., LOB)

 Only Feature, Driver, 
and Quality update 
customizations

Kiosk and 

billboards



Entra groups



Tenant admin - Autopatch groups



Autopatch groups – Deployment rings



Autopatch groups – Update types



Autopatch groups – Deployment settings



Autopatch groups – Release schedules

!! Note the Schedule presets



Creating custom 
Autopatch groups



Adding devices to Autopatch

Add Devices to the groups created earlier.



Monitor device registration



Create Autopatch multi-phase release



Create Autopatch multi-phase release



Create Autopatch multi-phase release



Create Autopatch multi-phase release



Create Autopatch multi-phase release



Quality update reports



Quality update status



Feature update reports



Hotpatch technology

What is Hotpatching? 
The ability to install security patches without a restart. Accomplished by modifying 

in-memory code without restarting the PC, server, process or applications.

Hotpatch updates are full “Patch Tuesday” cumulative security updates that 

install and take effect without a restart.



Jan Feb Mar April May June July

Cumulative OS Security 

Updates

Features & Quality 

Updates [Baseline] [Baseline] [Baseline]

• IT Admins can join Hotpatch servicing and opt out at anytime.

• We may release additional baselines if needed due to urgency or fix type.

No Restart

Restart

Opt-in
Hotpatch 

servicing

Standard 

servicing

Cumulative OS Security 

Updates

Hotpatch Updates
Release Cycle



Hotpatching Terms

 Base Binary – The original shipped binary which has the 
bug to which Hotpatch fix needs to be applied

 Intermediate Binary – The is normal binary which 
compiler generates for the modified code with the list 
of impacted functions identified for Hotpatching

 C:/> cl … -d2SecureHotPatch:foo -d2SecureHotPatch:bar… 

 Hotpatch Binary - The final patch binary, which consists 
of the intermediate patch binary object code plus the 
necessary hot patch metadata written to the .hpdata 
section of the final image.

Base 
image + 

PDB

Latest 
image + 

PDB

Latest hot-
patchable image + 

PDB





Windows Settings 
Settings->Device Security->Core Isolation
Set Memory integrity “on” and restart.

Enable VBS w/ Group Policy Enable VBS by setting a registry key:

Hotpatch prerequisite – Enable VBS

Option 1 Option 2

Option 3



ARM64 PCs must manually disable CHPE 
before attempting to install hotpatch updates. 
Set the registry key and restart the device.

HKLM\SYSTEM\CurrentControlSet\Control\Session 
Manager\Memory Management

DWORD Key value: HotPatchRestrictions=1

Hotpatch updates | Microsoft Learn

ARM64 PC must disable CHPE before hotpatch

https://learn.microsoft.com/en-us/windows/deployment/windows-autopatch/manage/windows-autopatch-hotpatch-updates


Create the Hotpatch policy



Process Explorer to identify hotpatch dll’s



Autopatch API Private Preview Program

 Opt-in for private preview program (via account manager or contact for Autopatch team)

 Once a month call with the Autopatch team for feedback:
• Current API testing progress

• Future development needs/wants

 Value:
• Early influence on APIs delivered (Autopatch feature priorities, development or structure of APIs, scenarios needed, etc.).

• Development guidance/recommendation for specific scenarios utilizing Autopatch APIs.



Survey

If you are interested in Autopatch Graph APIs, please fill out our survey. 
We’d love to hear your feedback on what is most important for you.

https://nam.dcv.ms/HRHvQBhC9e

https://nam.dcv.ms/HRHvQBhC9e


Be sure to find Wally and sign up for 1:1 time with a speaker
If you’d like to CATCH us for a session, we are scheduled as follows:

Fishing Sessions

ALSO, Please be sure to leave feedback for your sessions on Sched!



12-15 Oct. 2025 Oct 25-28, 2026

Save the Dates
May 3-7, 2026



Extended Q&A
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