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📚 Context

● Security engineering department
● Self-hosted K8s cluster per “vDC”
● Globally distributed: 

○ >10 “regions”
○  >130 vDC

           ➡ Mix of public and private clouds, VMs and bare-metal

Infrastructure Overview

ROW

SG1
      k8s

SG2

      k8s

…

EU

IE
      k8s

IE2

      k8s

…

…



Infrastructure Overview

Kernel Ops

Datacenter Ops BaremetalBaremetalPhysical
BaremetalBaremetalVMs

Cluster Ops

Application Ops



Infrastructure Overview

 🔐 Authn/Authz/Key management/Signing applications
● gRPC/UDP only
● Dual-stack fronting NLB   



Choosing the right CNI 

We needed:

✨ Powerful CNI to abstract the underlying network
🚀 High-Performance Networking 
🧰 Security feature and observability out-of-the-box
💕 Vibrant ecosystem



Choosing the right CNI 

              We choose

✅ Initial tests and rollout are great !

● Kube-proxy replacement 
● CNP mTLS
● Network policy
● Hubble



TikTok’s Global Private VPC Networks

● Flat network with strict compliance control

● Unique IP address globally

But: 

● No control over the network configuration (BGP, Routing)

● Started to run out IPv4 addresses 

● Building IPv6 only datacenter



IPv6-only Kubernetes Cluster

❌ Cilium doesn’t seem to work
❌ IPv6 is a hard requirement

✨ We decide to invest in Cilium 
(and use calico in the meantime)



Road to Cilium IPv6



IPv6-only Kubernetes Cluster

$ kubectl get node -owide

NAME        STATUS  INTERNAL-IP

host-001    Ready   2001:db8:abcd:1::1

host-002    Ready   2001:db8:abcd:2::1

host-003    Ready   2001:db8:abcd:2::2

...



IPv6-only Kubernetes Cluster

Node 1 Node 2 Node 3

Subnet A Subnet B

. . .



Cilium Rollout

● IPv4-only Kubernetes ✅ 

● Dual-stack Kubernetes ✅ 

● IPv6-only Kubernetes 🔄



Cilium Rollout in IPv6-only

Cilium v1.12

2023



Problem #1: Cilium agent crashes



Problem #1: Cilium agent crashes

$ kubectl logs cilium

level=info msg="Validating configured node address ranges" subsys=daemon

level=fatal msg="postinit failed" error="external IPv4 node address could not be 

derived, please configure via --ipv4-node" subsys=daemon

level=info msg="Starting IP identity watcher" subsys=ipcache

● Cilium agent exits immediately if it can’t find IPv4 address 

(#21538)

https://github.com/cilium/cilium/issues/21538


Cilium Routing Mode

Encapsulation Native-Routing



Cilium Routing Mode

Encapsulation Native-Routing

● Simplicity

● Larger addressing space

● MTU Overhead



Cilium Routing Mode

Encapsulation Native-Routing

● Simplicity

● Larger addressing space

● MTU Overhead

● Rely on kernel routing

● Nodes must aware of Pod 

CIDRs



Cilium v1.12

● Encapsulation mode Node1
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Cilium v1.12

● Encapsulation mode ❌
○ IPv6 encapsulation

not supported

(#17240)
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https://github.com/cilium/cilium/issues/17240


Cilium v1.12

● Native-routing mode

○ VPC routing
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Cilium v1.12

● Native-routing mode

○ VPC routing ❌
Node1

2001:db8:abcd:1::1

Pod1
eth0

lxc1

cilium_host

tc ingress

tc egress

Pod2
eth0

lxc1

cilium_host
tc ingress

bpf_redirect bpf_redirect

eth0 eth0

VPC 
Routing

Node2

2001:db8:abcd:2::1

Routing Table Routing Table

❌



Cilium v1.12

● Native routing mode

○ VPC routing ❌
○ Cluster-level BGP ✅
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Cilium v1.12

● Native routing mode with BGP

○ Using Kube-router

○ Using BIRD

Source: https://docs.cilium.io/en/stable/network/bgp-toc/



Problem #2: Per-endpoint Routes Broken



Problem #2: Per-endpoint Routes Broken

xx drop (Policy denied) flow 0x0 to endpoint 1096, ifindex 35, file 2:1604, , 

identity world->54318: fd00:10:244:2::27b4 -> fe80::241e:5dff:fe66:6c4d 

NeighborAdvertisement

● IPv6 NDP traffic was dropped by CiliumNetworkPolicy due to 

incorrect packet identification (#23852 #23910)

○ Fixed in v1.14

https://github.com/cilium/cilium/issues/23852
https://github.com/cilium/cilium/issues/23910


Cilium Rollout in IPv6-only

2023

Cilium v1.14

2024



Problem #3: L7 DNS Policy not working



Problem #3: L7 DNS Policy not working

● L7 DNS policy doesn’t work with IPv6 DNS server (#28678)

○ Fixed in v1.15

● The DNS proxy doesn’t set checksum in UDP header

https://github.com/cilium/cilium/issues/28678


Cilium Rollout in IPv6-only

2023

Cilium v1.15

2024 Jan 2025



Test Results

● Pod-to-pod same node ✅ 

● Pod-to-pod different node ✅ 

● Pod-to-external ✅
● DNS resolution ✅
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Test Results

● Pod-to-pod same node ✅ 

● Pod-to-pod different node ✅ 

● Pod-to-external ✅
● DNS resolution ✅

Set KubeProxyReplacement=true

● External-to-pod (NodePort) ❌



Test Results

● End-to-end connectivity tests ❌ 
$ cilium connectivity test \
  --external-cidr '2606:4700:4700::/48' \
  --external-ip '2606:4700:4700::1111' \
  --external-other-ip '2606:4700:4700::1001' \
  --ip-families 'ipv6'

📋 Test Report [cilium-test-1]
❌ 33/64 tests failed ...



Problem #4: NodePort timeout

#33450

https://github.com/cilium/cilium/issues/33450


Discussions with Maintainers



Cilium Support Tunneling over IPv6

● Support added in 1.18 (#17240) 🎉🎉🎉

https://github.com/cilium/cilium/issues/17240


● IPv6 Underlay for Encapsulation Mode

● IPv6 Underlay for Kube Proxy Replacement

--underlay-protocol
Set the IP family for the underlay. Defaults to ipv4. The 

underlying network must support that protocol. ipv6 is 

only supported in IPv6-only clusters.

Cilium Support Tunneling over IPv6

https://docs.cilium.io/en/stable/network/concepts/routing/#configuration 

https://docs.cilium.io/en/stable/network/concepts/routing/#configuration


Cilium Rollout in IPv6-only

2023

Cilium v1.18

2024 Jan 2025 May 2025



Test Results

● Connectivity check tests (connectivity-check.yaml) 🎉🎉🎉
echo-a-64c5768bc9-l6ggv                                1/1     Running

echo-b-5c7cc5fc4f-tzwpz                                1/1     Running

echo-b-host-684fc8c6d6-nmhfk                           1/1     Running

host-to-b-multi-node-clusterip-54b75f998d-6vtpm        1/1     Running

host-to-b-multi-node-headless-78bcbc6f9b-92btk         1/1     Running

pod-to-a-68d9b9d5d-xwr8v                               1/1     Running

pod-to-a-allowed-cnp-85b8f754bd-t2g5z                  1/1     Running

pod-to-a-denied-cnp-5fdd4cdc58-b67cv                   1/1     Running

pod-to-b-intra-node-nodeport-6db7f65984-76bld          1/1     Running

pod-to-b-multi-node-clusterip-857855dc74-hfzdh         1/1     Running

pod-to-b-multi-node-headless-788f886b4d-hjp25          1/1     Running

pod-to-b-multi-node-nodeport-668df7b68d-xt4f7          1/1     Running

pod-to-external-1111-8549d99f48-9cr4c                  1/1     Running

pod-to-external-fqdn-allow-google-cnp-f6df4f66-8wx46   1/1     Running

https://raw.githubusercontent.com/cilium/cilium/refs/tags/v1.18.0-pre.2/examples/kubernetes/connectivity-check/connectivity-check.yaml


Test Results

● End-to-end connectivity tests 🎉🎉🎉
$ cilium connectivity test \
  --external-cidr '2606:4700:4700::/48' \
  --external-ip '2606:4700:4700::1111' \
  --external-other-ip '2606:4700:4700::1001' \
  --ip-families 'ipv6'

📋 Test Report [cilium-test-1]
❌ 1/77 tests failed (1/633 actions), 46 tests skipped, 0 scenarios skipped



Cilium Rollout in IPv6-only

2023 2024 Jan 2025 Sep 2025



Debugging Techniques



Filter by resources, incoming/outgoing traffic, policy verdict, etc.

● hubble observe --pod foo --verdict DROPPED

● hubble observe --to-fqdn tiktok.com

● hubble observe --pod bar --protocol dns

hubble observe

https://github.com/cilium/hubble



hubble cheatsheet

Hubble Cheatsheet

https://cilium.isovalent.com/hubfs/marketing%20briefs/Isovalent%20-%20Cilium%20Hubble%20Cheat%20Sheet.pdf


cilium-dbg

https://docs.cilium.io/en/stable/cmdref/index_cilium-dbg/

● cilium-dbg bpf ct

● cilium-dbg bpf nat

● cilium-dbg bpf lb

Direct access to local BPF maps

● cilium-dbg sysdump 

Useful for creating Github issue in Cilium repo



Problem #5: hardcoded IPv4 cilium-dbg

● cilium-dbg bpf nat

Error: Unable to open 

/sys/fs/bpf/tc/globals/cilium_snat_v4_external: loading pinned 

map /sys/fs/bpf/tc/globals/cilium_snat_v4_external: no such file 

or directory

> Error while running 'cilium-dbg bpf nat list':  exit status 1

https://github.com/cilium/cilium/commit/669805bd66c966bbb83c82738f8ec3f9527033b7 

https://github.com/cilium/cilium/commit/669805bd66c966bbb83c82738f8ec3f9527033b7


pwru (packet, where are you?)

Node1

2001:db8:abcd:1::1

Node2

2001:db8:abcd:2::1

podNode
Portcurl

bpf_prog_2159c6466ab336e0_cil_from_netdev[bpf](tc)

bpf_prog_d66e095f2fb3cc20_cil_from_host[bpf](tc)

bpf_prog_29126de69fdff092_cil_from_container[bpf](tc)

bpf_prog_0a6d88dfd26b14d1_cil_to_netdev[bpf](tc)

...

bpf_prog_86c8adb3273b7e89_cil_from_netdev[bpf](tc)

bpf_prog_17d8d2b1e327fda8_cil_to_netdev[bpf](tc)

bpf_prog_86c8adb3273b7e89_cil_from_netdev[bpf](tc)

bpf_prog_17d8d2b1e327fda8_cil_to_netdev[bpf](tc)

...

https://github.com/cilium/pwru



Takeaways
And next steps



Takeaways

🚀 As of Cilium 1.18, IPv6 only cluster with tunnelling is supported !

○ Multiple production deployment at TikTok with this setup

🤝 Working with the cilium team and the open-source community is awesome ! 

💌 More love for ipv6 by making more tools work flawlessly out-of-the-box

 



Takeaways

󰩤 Started Cilium 1.12 in 2023, production ready in 1.18 in 2025

Some work is worth pursuing !

📦  Encapsulation/Tunnel mode is a lot simpler to run (and still provide good perf!) 

🔎 Debugging (in order): hubble (and its UI), connectivity end-to-end test, 

cilium-dbg and pwru

 



Next steps

      🐝 Use more Cilium features:
● Transparent encryption

● Cluster mesh

● ingress

🌐 Investigate Cilium BGP Control Plane to enable Native routing

 

https://docs.cilium.io/en/latest/network/bgp-control-plane/bgp-control-plane/
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Resources 

Kapil Agrawal’s CiliumCon talk about ipv6-only with native routing  
IPv6 First, Not Just Ready: Kubernetes Without IPv4 Using Cilium at ESnet - 
Kapil Agrawal, ESnet                           

https://colocatedeventsna2025.sched.com/event/28D0g/ipv6-first-not-just-ready-kubernetes-without-ipv4-using-cilium-at-esnet-kapil-agrawal-esnet
https://colocatedeventsna2025.sched.com/event/28D0g/ipv6-first-not-just-ready-kubernetes-without-ipv4-using-cilium-at-esnet-kapil-agrawal-esnet


Questions or feedbacks ? 
      
       Please ask us ! 


