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Data in the Cloud

Source: https://brainstuck.com/2009/



Data in the Cloud

Source: https://brainstuck.com/2009/



It might rain anytime anywhere ...

Source: Disaster Recovery Preparedness Council (2014 DR Benchmark Survey)

http://drbenchmark.org/


Snapshot anytime anywhere

Google Cloud Platform Locations
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Kubernetes Storage Management
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Kubernetes Storage Management

Controller reconciliation loop
for {

  desired := getDesiredState()

  current := getCurrentState()

  makeChanges(desired, current)
}
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Storage Plugins

Previously, In-tree plugins
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Container Storage Interface

Container Storage Interface
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Container Storage Interface

Container Storage Interface

What’s new?
• Out-of-tree
• Services based
• Idempotency
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CSI API Overview

3 core gRPC services
• Controller service

• handles create/delete volume and runs on a node
• Node service

• supports mount/unmount volume and runs on 
every worker node

• Identity service
• provides info and capabilities of a plugin



CSI Architecture - Plugin runs on all nodes

Source: https://github.com/container-storage-interface/spec/blob/master/spec.md



CSI Architecture - Headless plugins

Source https://github.com/container-storage-interface/spec/blob/master/spec.md
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CSI Spec - Snapshot RPCs

• ControllerGetCapabilities
• CreateVolume
• DeleteVolume
• ControllerPublishVolume
• ControllerUnpublishVolume
• ListVolumes
• GetCapacity
• ValidateVolumeCapabilities
• CreateSnapshot
• DeleteSnapshot
• ListSnapshots

Controller Capabilities:

• CREATE_DELETE_VOLUME
• PUBLISH_UNPUBLISH_VOLUME
• LIST_VOLUMES
• GET_CAPACITY
• CREATE_DELETE_SNAPSHOT
• LIST_SNAPSHOTS
• CLONE_VOLUME
• PUBLISH_READONLY



CSI CreateSnapshot

message CreateSnapshotRequest {

  string source_volume_id = 1;

  string name = 2;

  map<string, string> secrets = 3;

  map<string, string> parameters = 4;

}

message CreateSnapshotResponse {

  Snapshot snapshot = 1; 

}

message Snapshot {

  int64 size_bytes = 1;

  string snapshot_id = 2;

  string source_volume_id = 3;

  int64 created_at = 4;

  boolean ready_to_use = 5;

}



CSI CreateSnapshot
message CreateSnapshotRequest {

 string source_volume_id = 1;

 string name = 2;
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 bool ready_to_use = 5;

}



CSI CreateSnapshot
message CreateSnapshotRequest {

 string source_volume_id = 1;

 string name = 2;

 map<string, string> secrets = 3;
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}
Synchronized call:
return after snapshot is cut



CSI CreateSnapshot
message CreateSnapshotRequest {

 string source_volume_id = 1;

 string name = 2;

 map<string, string> secrets = 3;

 map<string, string> parameters = 4;

}

message CreateSnapshotResponse {

 Snapshot snapshot = 1; 

}

message Snapshot {

 int64 size_bytes = 1;

 string snapshot_id = 2;

 string source_volume_id = 3;

 int64 created_at = 4;

 bool ready_to_use = 5;

}

Idempotent call:
ready_to_use = false

Synchronized call:
return after snapshot is cut



CSI CreateSnapshot
message CreateSnapshotRequest {

 string source_volume_id = 1;

 string name = 2;

 map<string, string> secrets = 3;

 map<string, string> parameters = 4;

}

message CreateSnapshotResponse {

 Snapshot snapshot = 1; 

}

message Snapshot {

 int64 size_bytes = 1;

 string snapshot_id = 2;

 string source_volume_id = 3;

 int64 created_at = 4;

 bool ready_to_use = 5;

}

Idempotent call:
ready_to_use = false

ready_to_use = true

Synchronized call:
return after snapshot is cut



message VolumeContentSource {

 message SnapshotSource {

    string id = 1;

 }

 oneof type {

    SnapshotSource snapshot = 1;

    VolumeSource volume = 2;

  }

}

message CreateVolumeRequest {
  string name = 1;

  CapacityRange capacity_range = 2;

  repeated VolumeCapability volume_capabilities = 3;

  map<string, string> parameters = 4;

  map<string, string> secrets = 5;

  VolumeContentSource volume_content_source = 6;
  
  TopologyRequirement accessibility_requirements = 7;
}

CSI CreateVolumeRequest 

VolumeContentSource: to create a volume from a snapshot source or 
volume source.



Kubernetes Persistent Volumes
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Kubernetes Volume Snapshots
User

Admin

iSCSI Ceph RBD

NFS

OpenSDS

AWS

Container 1

Container 2

Container 1

Container 2

Pod1 Pod2

PersistentVolumeClaim

PersistentVolume

StorageClass

GCP

VolumeSnapshot

VolumeSnapshotContent

SnapshotClass

Users
• VolumeSnapshot

Admins
• VolumeSnapshotContent

Provisioning
• VolumeSnapshotClass

All are CRD objects
-- make kubernetes plugabal and extensible 



type VolumeSnapshot struct {
metav1.TypeMeta `json:",inline"`
metav1.ObjectMeta `json:"metadata"`
Spec VolumeSnapshotSpec
Status VolumeSnapshotStatus 

}

VolumeSnapshot API



type VolumeSnapshot struct {
metav1.TypeMeta `json:",inline"`
metav1.ObjectMeta `json:"metadata"`
Spec VolumeSnapshotSpec
Status VolumeSnapshotStatus 

}

type VolumeSnapshotSpec struct {
Source *core_v1.TypedLocalObjectReference

         SnapshotContentName string
         VolumeSnapshotClassName *string 
}

type VolumeSnapshotStatus struct {
CreationTime *metav1.Time

         RestoreSize *resource.Quantity
         Ready bool
         Error *storage.VolumeError
}

VolumeSnapshot API



type VolumeSnapshotContent struct {
metav1.TypeMeta `json:",inline"`
metav1.ObjectMeta `json:"metadata"`
Spec VolumeSnapshotContentSpec

}

type VolumeSnapshot struct {
metav1.TypeMeta `json:",inline"`
metav1.ObjectMeta `json:"metadata"`
Spec VolumeSnapshotSpec
Status VolumeSnapshotStatus 

}

type VolumeSnapshotSpec struct {
Source *core_v1.TypedLocalObjectReference

         SnapshotContentName string
         VolumeSnapshotClassName *string 
}

type VolumeSnapshotStatus struct {
CreationTime *metav1.Time

         RestoreSize *resource.Quantity
         Ready bool
         Error *storage.VolumeError
}

VolumeSnapshot API VolumeSnapshotContent API



type VolumeSnapshot struct {
metav1.TypeMeta `json:",inline"`
metav1.ObjectMeta `json:"metadata"`
Spec VolumeSnapshotSpec
Status VolumeSnapshotStatus 

}

type VolumeSnapshotSpec struct {
Source *core_v1.TypedLocalObjectReference

         SnapshotContentName string
         VolumeSnapshotClassName *string 
}

type VolumeSnapshotStatus struct {
CreationTime *metav1.Time

         RestoreSize *resource.Quantity
         Ready bool
         Error *storage.VolumeError
}

type VolumeSnapshotContent struct {
metav1.TypeMeta `json:",inline"`
metav1.ObjectMeta `json:"metadata"`
Spec VolumeSnapshotContentSpec

}

type VolumeSnapshotContentSpec struct {
VolumeSnapshotSource 
VolumeSnapshotRef *core_v1.ObjectReference 
PersistentVolumeRef *core_v1.ObjectReference 

         VolumeSnapshotClassName *string
}

VolumeSnapshot API VolumeSnapshotContent API

type VolumeSnapshotSource struct {
        CSI *CSIVolumeSnapshotSource
}

type CSIVolumeSnapshotSource struct {
        Driver string `json:"driver"
        SnapshotHandle string
        CreationTime *int64
        RestoreSize *int64
}



Restore Volume: Data Source

• Used for volume snapshotting and restoring volume from snapshot.
• Can be used to support other types of data sources such as PVC in the future.

type PersistentVolumeClaimSpec struct {
      AccessModes []PersistentVolumeAccessMode
      Selector *metav1.LabelSelector
      Resources ResourceRequirements
      VolumeName string
      StorageClassName *string
      VolumeMode *PersistentVolumeMode
      DataSource *TypedLocalObjectReference
}



Volume Snapshot Example

apiVersion: snapshot.storage.k8s.io/v1alpha1
kind: VolumeSnapshotClass
metadata:
    name: default-snapclass 
    annotations: 
        snapshot.storage.kubernetes.io/is-default-class: "true" 
snapshotter: com.example.csi-driver

VolumeSnapshotClass Example 1

VolumeSnapshot Example

apiVersion: snapshot.storage.k8s.io/v1alpha1

kind: VolumeSnapshotClass

metadata:

    name: csi-snapclass 

snapshotter: com.example.csi-driver

parameters:

  fakeSnasphotOption: foo

  csiSnapshotterSecretName: csi-secret

  csiSnapshotterSecretNamespace: csi-namespace

VolumeSnapshotClass Example 2

apiVersion: snapshot.storage.k8s.io/v1alpha1 
kind: VolumeSnapshot 
metadata: 
    name: new-snapshot-demo 
    namespace: demo-namespace
spec: 
    snapshotClassName: csi-snapclass 
    source: 
        name: mypvc 
        kind: PersistentVolumeClaim



apiVersion: snapshot.storage.k8s.io/v1alpha1 
kind: VolumeSnapshot 
metadata: 
    name: new-snapshot-demo 
    namespace: demo-namespace
spec: 
    snapshotClassName: csi-snapclass 
    source: 
        name: mypvc 
        kind: PersistentVolumeClaim

Volume Snapshot Example
VolumeSnapshotClass Example

VolumeSnapshot Example

Default class 
is used if not 
specified

$kubectl get pvc
NAME   STATUS   VOLUME     CAPACITY   ACCESS MODES   
STORAGECLASS 
mypvc   Bound    pvc-8dbe4163    6Gi            RWO                     csi-example 

apiVersion: snapshot.storage.k8s.io/v1alpha1
kind: VolumeSnapshotClass
metadata:
    name: default-snapclass 
    annotations: 
        snapshot.storage.kubernetes.io/is-default-class: "true" 
snapshotter: com.example.csi-driver



Volume Snapshot Example
VolumeSnapshotClass Example

VolumeSnapshot Example

Default class 
is used if not 
specified

Name:         demo-snapshot-podpvc
Namespace:    default
API Version:  snapshot.storage.k8s.io/v1alpha1
Kind:         VolumeSnapshot
  ...
Spec:
  Snapshot Class Name:    csi-snapclass
  Snapshot Content Name:  snapcontent-a915b87c
  Source:
    Kind:  PersistentVolumeClaim
    Name:  podpvc
Status:
  Creation Time:  2018-11-08T21:53:01Z
  Ready:          true
  Restore Size:   6Gi

$kubectl get pvc
NAME   STATUS   VOLUME     CAPACITY   ACCESS MODES   
STORAGECLASS 
mypvc   Bound    pvc-8dbe4163    6Gi            RWO                     csi-example 

apiVersion: snapshot.storage.k8s.io/v1alpha1 
kind: VolumeSnapshot 
metadata: 
    name: new-snapshot-demo 
    namespace: demo-namespace
spec: 
    snapshotClassName: csi-snapclass 
    source: 
        name: mypvc 
        kind: PersistentVolumeClaim

apiVersion: snapshot.storage.k8s.io/v1alpha1
kind: VolumeSnapshotClass
metadata:
    name: default-snapclass 
    annotations: 
        snapshot.storage.kubernetes.io/is-default-class: "true" 
snapshotter: com.example.csi-driver

Default class 
is used if not 
specified

$kubectl create -f snapshot.yaml
volumesnapshot.snapshot.storage.k8s.io/new-snapshot-demo 
created



Restore Volume from Snapshot
apiVersion: v1
kind: PersistentVolumeClaim
metadata:
  name: pvc-restore
  Namespace: demo-namespace
spec:
  storageClassName: csi-storageclass
  dataSource:
    name: new-snapshot-demo
    kind: VolumeSnapshot
    apiGroup: snapshot.storage.k8s.io
  accessModes:
    - ReadWriteOnce
  resources:
    requests:
      storage: 1Gi
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CSI Snapshot Management
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CSI Snapshot Management
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CSI Snapshot Management

Volume Lifecycle

Create 
Volume

Detach 
from node

Mount on 
node

Unmount 
from node

Attach 
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External Controllers 
(custom controllers)
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Create 
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Snapshot Lifecycle

external_snapshotter

external provisioner

external attacher● Watch Create/Delete events and act

● Bind VolumeSnapshot and VolumeSnapshotContent

● Recover from previous state if fails

● Prevent deleting snapshot while being used

● Support deletion policy: delete or retain
CSI plugins



CSI Snapshot Deployment
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CSI Snapshot Deployment

Kube 
Controller 
Manager

API Server

etcd

MasterNode

CSI 
Driver 
Container

external-snapshotter
external-provisioner
external-attacher 
(1 or more sidecar containers)

EmptyDir Volume

gRPC

StatefulSet (replica: 1)

CSI 
Driver 
Container

driver- 
registrar

Host /var/lib/kubelet

DaemonSet
Kubelet
Volume
Manager 

/…/sockets



CSI Drivers with Snapshot Support

Alpha feature in Kubernetes v1.12 
•  GCE Persistent Disk CSI Driver

•  OpenSDS CSI Driver

•  Ceph RBD CSI Driver

•  Portworx CSI Driver

•  Gluster CSI Driver

•  Support for other drivers is pending

https://github.com/kubernetes-sigs/gcp-compute-persistent-disk-csi-driver
https://github.com/opensds/nbp/tree/master/csi/server
https://github.com/ceph/ceph-csi/tree/master/pkg/rbd
https://github.com/libopenstorage/openstorage/tree/master/csi
https://github.com/gluster/gluster-csi-driver
https://kubernetes-csi.github.io/docs/Drivers.html


Support Snapshot in CSI Plugin

•  CSI driver needs to add support for controller capabilities
• CREATE_DELETE_SNAPSHOT
• LIST_SNAPSHOTS

•  Implement controller RPCs
• CreateSnapshot
• DeleteSnapshot
• ListSnapshots



What’s Next

•  Topology support
•  Pre-snapshot and Post-snapshot Hooks
•  Application consistent group snapshot
•  Policy-based management
•  Revert snapshot to existing volume
•  In-place restore of PVC
•  Clone volume
• …...



Demo 1 – Wordpress Failure Recovery
• Wordpress and MySQL

○ Running on a multi-zone 
cluster

○ Two PVs provisioned by 
GCE PD CSI Driver.

• Take snapshot of volume
• Restore volume from 

snapshot stored on 
Google Cloud storage

wordpress-pvc wordpress-pv

mysql-snapshot mysql-snapshotcontent

mysql-pvc mysql-pv



Demo 2 – Upload Snapshot
• NGINX app running with PV provisioned by 

OpenSDS CSI Driver with LVM backend.
• Take snapshot and upload snapshot from local LVM 

block storage to S3 object store in AWS.
• Restore volume from VolumeSnapshot stored in S3 

object store in AWS.



Getting Involved 

https://kubernetes.io/blog/2018/10/09/introducing-volume-snapshot-alpha-for-kubernetes/

https://github.com/kubernetes-csi/external-snapshotter

https://docs.google.com/document/d/1qdfvAj5O-tTAZzqJyz3B-yczLLxOiQd-XKpJmTEMazs/

● https://kubernetes.io/docs/concepts/storage/volume-snapshots/
● https://kubernetes-csi.github.io/docs/Implement-Snapshot-Feature.html

 Github: jingxu97 & xing-yang
 Slack: jinxu & xyang
 Email: jinxu@google.com & xingyang105@gmail.com   

https://kubernetes.io/blog/2018/10/09/introducing-volume-snapshot-alpha-for-kubernetes/
https://github.com/kubernetes-csi/external-snapshotter
https://docs.google.com/document/d/1qdfvAj5O-tTAZzqJyz3B-yczLLxOiQd-XKpJmTEMazs/edit
https://kubernetes.io/docs/concepts/storage/volume-snapshots/
https://kubernetes-csi.github.io/docs/Implement-Snapshot-Feature.html
mailto:jinxu@google.com
mailto:xingyang105@gmail.com



