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ABSTRACT: In this paper, we introduce an Edge infrastruetur
(KubeEdge) for the Edge-cloud communication andcetien
environment, and we consider it as an extensiorCloud
infrastructure. This edge infrastructure allowssérg Cloud
services and Cloud development model to be ada@tEdge and
provides seamless communication between edge and.cThe
KubeEdge includes a network protocol stack calletéBus, a
distributed Edge metadata store/synchronizationiceiand an
application orchestration service. KubeBus is desigo have its
own implementation of OSI layer 2/3/4 protocol, ethsupports
to connect Edge Nodes and VMs in Cloud as one VR a
provides a common multitenant management/data pfane
different tenants’ edge clusters. Services runmrn@loud and at
Edge communicate with each other on top of Kubeditls fault
tolerance and high availability. The Edge metadsevice in
KubeEdge provides an edge metadata storage andieesto
synchronize metadata between cloud and Edge tmsspgdge
node offline scenario. The KubeEdge includes Kuéies [1]
extension so that Kubernetes could manage Edgeshaxievell
as VMs in Cloud and deploys/manages applicatiorEd§e

Nodes.
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protocol stack, Application orchestration

1 INTRODUCTION

With the rapid growing requirement for Edge exemutf
IOT, Al application, and local stream data anabjiEdge
computing, which enable the computation to be ‘@ened at the
edge of the network, on downstream data on beHatflaud
services and upstream data on behalf of 10T sest[le become

more and more important.

In Edge computing, the services which originallpring
in Cloud are deployed to the Edge environment afldlworated
with other Edge services and Cloud services. ThgeEgrvices
scheduling, life cycle management and monitoringhbe done
from Cloud. For example, previous study [3] pushe th
computation from Data Center by extend existindgfgiten with
optimized algorithm for WAN environment. Beside aoon data
process such data filter and aggregation, Al pisealso pushed
from data center to Edge, recent research [4] itpart DNN
computation between mobile devices and datacergerthe

granularity of neural network layers”.

“Cloud computing is TCP/IP based high developmeat a
integrations of computer technologies such as fagtro-
processor, huge memory, high-speed network arabtelsystem
architecture.”[The Characteristics of Cloud Compgli There is
mature commercial cloud computing infrastructurenemage the
cloud applications. For example, laaS infrastrietOpenStack,
Amazon EC2; containerized application managemestesy

Kubernetes [1], docker swarm.

The existing cloud computing infrastructure mighdt n
apply to the Edge environment directly. It is besmalEdge
environment is different than the Cloud environmewith
respect to network connectivity/topology, networinbdwidth
and relatively constrained computing resource.example, one
typical Edge scenario is that multiple Edge nodes @loud are
connected by a Wide-Area Network (WAN). The Edgel&®are
running in private network behind NAT, so that fhéP client
running at Cloud can't connect to the TCP servioenng at
Edge; additionally the network between Edge andu€lmight
be unstable, the service running at Edge needs &ble to run
offline; and the bandwidth between Edge Node amdi€Is less
than in Cloud and is more expensive; finally sordg&Node has
constrained computation resource such as only 128rdmory.
So dedicate edge computing infrastructure is nacg$s address
Edge special characters for fast application dgreént and low

cost operation on the edge.

The paper presents an Edge infrastructure whichastip
scheduling services to Edge Nodes same as VMsadndGhith
consideration of Edge environment special charactére Edge

infrastructure is based on following 3 components:

1) KubeBus which connects Edge Node and VMs as a

VPN and connects one multi-tenant

management/data plane to all tenants’ Edge clysters

2) EdgeMetadataService which support metadata
storage and Edge and a-synchronization metadata

between Cloud and Edge;

3) Kubernetes extension to enable edge application

deployment and life-cycle management.

The infrastructure is suitable to extend micro-serbased

application from Cloud to Edge.



The rest of the paper is organized as below. Se&io
discuss the related work for Edge computing infiadtire;
Section 3 introduce the architect and design ofkbbeEdge;
Section 4 the experiment result for KubeBus; Secialiscuss

the future work; and Section 6 concludes the paper.

2 RELATED WORK

In the era of Internet of Thing (IoT), billions eénsors and
actuators are deployed worldwide. To manager tiedevices
and process data from them with Cloud computingue=,
Cloud providers provide loT platforms include AzuteT
platform, AWS loT and Google 10T solution. The Iplatforms
employ a Pub/Sub brokers such as Mqtt [9] or AM@PRandle
the communication channel between loT device andudCl

service, such as Azure 10T hub.

The 10T devices count is huge and the loT dataddarge
to fit in the Internet bandwidth to send to Clo@dboud providers
publish the Edge platform such as AWS GreenGralsrfifl
Azure 10T Edge [6] to manage the loT applicatior@xion and
lIoT data process at Edge side as well as dataf¢rabstween
Cloud and Edge. For example, GreenGrass extend&\We
Lambda function environment to the Edge, so thageEd
application could be deployed to and managed ineEalgy a
Lambda function. In AWS GreenGrass, the Edge sesvic
communicate with each other and Cloud services Rith/Sub
message. Azure 0T Edge has also Edge Hub whignéstloT
Hub’s functionality to Edge and provides Pub/Sub
communication to Edge services. In this model, Edgee
communication with central cloud based on Pub/Seinagic
through similar channel designed for IoT deviceorFrCentral

Cloud point of view, Edge node is taken as a spé&zladevice.

Pub/Sub protocol such as Magqtt is suitable for
communication between Edge devices and Cloud ass it
lightweight protocol. As the Edge Nodes might rehind NAT,
services running in cloud can’t connect to Edge éNdulectly as
a TCP client. Pub/Sub, by nature, is easy to sihlgessue. But
is it suitable as major communication RPC betwedgetservices
and Cloud? Some of the Edge computation is extensidhe
Cloud computation and Edge service is deeply iattegr with
Cloud services such as [3][4]. The Cloud computatio
programming model is different than Pub/Sub. F@megle, one
popular Cloud programming model is Micro-servicéjah is an

approach to developing a single application asite s small

services, each running in its own process and caruating
with lightweight mechanisms, often an HTTP resouké&®. To
extend a Cloud application based on Micro-servicEdge, part
of the small services of one application are degdoy the Edge
Nodes. It will good that the Edge services shathcainicate with
each other and the other Cloud services with saP€ Bs in
Cloud. To achieve this goal, Edge platform is rezgito provide
a homogeneous execution environment as Cloud. & th
environment, services could talk with each otheiname single
cluster no matter they are running in Edge or Cléudthermore,
the micro-services shall be freely scheduled betvigdge node

and Cloud with same deployment infrastructure.

Pub/Sub protocol might not be suitable for extehd t
micro-services from Cloud to Edge. As inter-micesxéce RPC
may not be Pub/Sub protocol, the services runnindgedge
computing infrastructure based on Pub/Sub protauetds

refactoring for satisfy infrastructure requirement.

KubeEdge builds a homogeneous execution environment
for Cloud and Edge environment. It addresses thge Bdode
connectivity topology issue by KubeBus, which cartnEdge
Nodes, VMs and container network in the Cloud ¥®!; it also
includes a Kubernetes extension to extend Kubesnete
functionality to Edge environment so that Edge ises/could be
deployed to Edge as in Cloud; The KubeEdge mitgytite Edge
unstable connection to Cloud with EdgeMetadataSerwhich
provides metadata store at Edge and metadata areynization
between Cloud and Edge. Next Section will give ilid&sign for

them.

3 ARCHITECTURE AND DESIGN

Cloud Area

Single Node Edge Single Node Edge.

Figure 1: KubeEdge ar chitecture

The KubeEdge provides multi-tenant Edge infrastmect
As figure 1, it includes one multi-tenant managetitaia plane

at Cloud area and multiple tenant clusters. Thetisreiant



management/data plane includes KubeBus@Cloud aed th
Tenant Manager, which manages the tenants. Onettehater
includes one or more Edge Nodes running at Edge ard one
Kubernetes cluster running in the Cloud. The Kubtes cluster
include Kubernetes master and multiple Virtual Maek (VMs).
The Kubernetes master takes both VMs and Edge Nasdes

normal Kubernetes Nodes.

There is one KubeEdge agent running in each EdgieNo
The KubeEdge agent includes KubeBus which provigége
network access, EdgeMetadataService provides thge ed
applications metadata storage and synchronizagovice; and
AppEngine which manages the Edge application’scifde. The

AppEngine is the lightweight Kubelet running at Edg

In the Cloud area, for each tenant's Kubernetestetu
there is one KubeBus virtual router running in dMé nodes, it
routes the traffic between Edge Node subnet and VM
subnet/container network subnet; there is alsodgeEontroller
running in KubeMaster, which exchange the edge icesv

configuration and status between KubeMaster ane Biyles.

3.1 KubeBus

In the KubeEdge environment, one service could be
scheduled to run either in Cloud VM or in Edge Naaled
communicates with other services with same RPG aBloud
environment. The KubeBus is designed to address the
connectivity issue between edge services, whichingnin Edge
Node and the cloud services, which running in doetanetwork
in Cloud environment. KubeBus also supports oneglsin
management/data plane for multiple tenants andigesvHttp

WebService publish from Edge Nodes.

3.1.1 Edge Node VPN

The first KubeBus's functionality is to link the &e Nodes
in an Edge Virtual Private Network. In one typicBHge
environment, different Edge Node running in differ@rivate
network without public IP address and it could oobnnect to
Cloud with NAT. There is no direct network conneantbetween
2 Edge Nodes. The 2 Edge Nodes’ communication neete
routed through the KubeBus@Cloud. KubeBus is L3rlaye
network. As Figure 2, the KubeBus implements OSivoek
model's L2 and L3 over TCP Connection. The KubeBata
Link Layer creates one or more long run TCP corioest

between Edge Node and KubeBus@Cloud. The KubeBs al

includes one TUN interface which accepts the IFkgaftom OS
kernel. The IP packet is passed through the L3L@ndnd send
to the KubeBus@Cloud and then routed by the Kub@tkwud
to target Edge Node through the long run TCP catiorec

Figure 2: KubeBus Edge Node VPN

3.1.2 Connect Edge Node VPN with Container Network

KubeBus'’s second functionality is to make the Edge
services running in same network as the Cloud eajdin

running in VM network or container network, suchflasnel.

VM Cluster

m w w

Container Netwark

EdgeNode EdgeNode

KubeBus.
KubeBus KubeBus Virtual Router

O conseer

Figure 3: KubeBus Edge/VM/Container network VPN

In KubeEdge Environment, there are 3 subnets. #dl Edge
Nodes of one tenants belong to one Edge Node subhith is
a VPN network created by KubeBus as in 3.1.1;éMM cluster,
all the VMs belong to VM subnet; all the containewsning in
the VM cluster belong to Container subnet. KubeBiliconnect

them as single VPN.

As figure 3, one KubeBus virtual router agent stafied
on one of the VMs in the VM Cluster. The KubeBusual router
agent includes the KubeBus network protocol stackacting as
router below Edge Node subnet and VM subnet. As\ikke
subnet could access the Container subnet, whathect routes
are configured in each VM node and Edge Node, tgeBode
subnet finally connects to the Container subnettéNéor the

cluster with address filtering policies, extra dagris needed).

3.1.3 Multitenant management/data plane and septibéish



KubeEdge is a multi-tenant infrastructure. The Edogges

of different tenants are managed by the multitenant

management/data plane. On one hand, there shall be
communication between the management/data plavesgeand
Edge Nodes of all the tenants; on the other h&wedEtige Nodes
of one tenants shall be isolated from Edge Nodeghar tenant.
So not as existing VPN solution [7], KubeBus bugdisHttp layer
over KubeBus stack to enable the communication éetvEdge
Node and multitenant management/data plane, basethich
WebService running in Edge Node could be accessmu f
manage/data plane services and vice versa. Inaatlitthat, the
Http WebService running in Edge Node could alspuelished
to Internet via the multitenant management/dataeplt is useful
for some customer scenarios. For example, one Edde with
video camera could publish the Http video streamamHttp
WebService to KubeBus and expose that on the ettt
management/data plane, then the Http Client inrietesuch as

Web browser could get the video stream from thep Htt

WebService running on the Edge Node.
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TCP Client Socket —{Tcp Connecctiofs- TCP Server Socket

Figure4: KubeBus Http Protocol Stack

As Figure 4, over the KubeBus's unreliable netwlagler
3, KubeBus transport layer 4 with reliable conraets built. The
KubeBus L4 provides same API interface as TCP, sagh
listen/accept/connect/disconnect. Over the KubéBushere are
2 “Http reverse proxies” running: KubeBus Cliento®y and

KubeBus Server Proxy.

1) The KubeBus Client proxy listen on TCP port and
when gets the Http client request, it will forwahs
request to the KubeBus Server proxy through

KubeBus L4 reliable connection;

2) the KubeBus Server proxy listens on the KubeBus L4,
and when gets the Http request forwarded by

KubeBus Client Proxy, it will in turn forward the
request to the target local Http WebService. After
that, the Http response will be returned to Httprl

through Server proxy and Client proxy.

With the KubeBus Client and Server proxy, anothity
Layer over KubeBus” is built. Http WebService rumpiat Cloud
or Edge Node could be registered to KubeBus anHittgeClient

could access the WebService from Cloud, Edge Notigernet.

Http WebServices of different tenants from Cloud or
different Edge Nodes could be registered to KubeBDse
WebService is identified with <Tenantld, Edge Nod&me,
WebServiceName>. The Tenantld is global identffiea tenant;
the Edge Node name is the tenant scope unique oldg name;
the Web Service name is Node level unique servamen
KubeBus uses a global identifier URL schema totifiethe Http

WebServices figure 5.

Http(s)://{hostname}/{Tenant Name}/{Edge Node Name}/{Http webService Namel} /.

Figure5: KubeBus global identifier URL schema

The hostname is the KubeBus Client Reverse Prosy ho
name which could be accessed by the Http ClienthénEdge
Node, the hostname is “localhost” and in the Cloudnternet,

the hostname is the public IP which host KubeBusgice

3.2 EdgeMetadataService

As Edge Node to Cloud is WAN, the connection migt

not reliable and the bandwidth is low and expensive

1) To address the WAN reliable issue, Edge serviaes ar
required to running autonomously. The Edge service
needs to re-run successfully even the Edge Node is
offline after reboot. So the configurations for Edg
services needs be persistent in Edge Node and the
configuration could be synchronized from Cloud to

Edge after the network connection restored;

2) To address the WAN's low bandwidth issue, the data
volume transferred for configuration synchronized
shall be minimized, so the incremental

synchronization is preferred than the full snapshot

synchronization. Not only the configuration neeals t

transfer from Cloud to Edge, the Edge servicesistat

also needs transfer from Edge to Cloud.



The Edge Metadata service is built for these 2ireqents.
The Edge Metadata Service includes a metadatagstcaad
synchronization service (SyncService) running ing&dide;
there are another metadata storage are runnimg i€loud side.
The Edge service’s configuration is written to theetadata
storage in Cloud side to enable the configuratitenge process
as a-sync process, i.e. even when the Edge isaffthe write
will still succeed; after the network connectiontvbeen Edge
Node and Cloud restored, the Sync Service requtsts
configuration changes since last success synctatoiz from
Cloud metadata storage and write to the local nat¢tastorage.
The synchronization shall be eventually consist8otmetadata

storage needs to support atomic write and delteevel.

KubeEdge chooses Etcd [8] as metadata storage. It i

because Etcd supports transactional write and hakiplé
Version Concurrent Control API interface to retgethe delta

change, i.e. Get/Watch based on Revision.

Func syncFromCloudToEdge(Cloudstore, Edgestore) {
while true
LastSyncRevision = ReadLastSyncRevision(Edgestore)
changes, Newrevision = ReadDelta(Cloudstore, LastSyncRewision)
N Transactionalwrite(EdgeStore, Changes, NewRevision
i

Figure 6: Configuration Synchronization Algorithm

The algorithm of configuration synchronization from
Cloud to Edge is as figure 6. The synchronizatioocess is a
loop. The loop has 3 steps. At first, the Last Sgewision (LSR)
of last successful synchronization is read fromeéENigde local
Etcd Store; second, the changes and the New Re\adier the
LSR is from Cloud Etcd Store; at last, both thendes and the
New Revision is written to the Edge Node local E&tdre. The
New Revision in the write will become the LSR inxhéoop
iteration. The algorithm can achieve the eventoakistent and
atomic when the synchronization process crashmeytBecause
only the changed data needs to be synchronizedyahewidth
consumed by synchronization is minimized. The atgor of

service status synchronization from Edge to Clausimilar.

3.3 Kubernetes Edge Extension

In Kubernetes, there is one agent (Kubelet) runatregach
Node. It gets application configuration from Kubedita,
manages application life cycle and reports appbo&t status to
the KubeMaster. The Kubernetes Edge Extensionsiyded to
address the WAN network connection specific charaiot Edge

environment. It splits the Kubelet to 2 parts: Edgstroller

running in Cloud and AppEngine running at Edge Notlee

EdgeController retrieves application configuratiofrom
KubeMaster with representation of Edge Node; thenili pass
the changed configuration through the EdgeMetadatéc® to
the AppEngine; after that, the AppEngine will handhe
application life cycle based on the application figuration
stored in the EdgeMetadataService. The AppEngirk algo
report the applications status to KubuMaster
EdgeMetadataService and the EdgeController. Bechesdata
exchange between Cloud and Edge is built on
EdgeMetadataService, it could be done in a-syndration

model and only the change is passed to save thilth.

4. EXPERIMENT

We evaluated the KubeEdge performance in the testomment
as figure 7. The KubeMaster and VM1/VM2 is runningone
subnet, the Edgel and Edge2 are running in diffetgmets. All
of them connect to KubeBus@Cloud through Interrigte
KubueBus@Cloud is running in one CentralVM in AWS.

35160180205

KubeBus@Cloud

Containert
10244160,

Flannel
10244001

Edge1 Edgez
19211686228 19216863724

w1 e
1921682313128 1921682313224

15216864724

Figure 7: performance evaluation environment

We have tested the network latency between themRiiitg. The

test result is as figure 8.

thinoug

the

Latency (ms)
el —> Cloud 30. 66
el —> e2 61.24
el —> WMl 56. 86
el —> VM2 55. 88
el —> Containerl 60. 68
el —> Container2 66. 78

Figure 8: Ping latency in Edge environment

From the result, we can see the latency betwezedies and
VMs are mainly from the internet latency. The KubeB

contributes very little for the latency.




Based on that, we compares the deployment lateetwyelen to
Edge Node and VM. We only measure the latency teivtee
KubeMaster gets deployment request and the KubglpEngine
get the result. The latency for VM is about 2 selsoand for the
edge, the Edge is 3 seconds. We can see the labéritgge’s

impact for the deployment delay is acceptable.

The hardware configuration is as

Configuration

VM1

Amd64, 2 core,
VM2 Ubuntue 16. 04

4G memory

Respberry Pi 3 Model B, 1G
memory, Quad Core 1.2GHz
Broadcom BCM2837 64bit
CPU, Linux raspberrypi
4.14. 0-v7+

Edgel

Amd64, 2 core,
Ubuntue 16. 04

4G memory,
Edge2

Amd64, 1 core,
Ubuntue 16. 04

16 ,
CentralVM femory

Figure 9: hardware configuration

KubeEdge builds a basic Edge infrastructure as an
extension of Cloud. It has assumption that the Bdlogges need
to communicate with each other through Cloud. ity there
might be direct connection between Edge Nodes aige Rlodes
could work as a cluster even when Cloud is offliRellowing
features are planned to enhance the functionaligble edge

cluster.

1) Edge mesh network: The KubeBus create a VPN foeEdg
Nodes and Container network in Cloud. In currentielo
the inter-Edge-Node connection is going through

KubeBus@Cloud. There might be direct connection

between 2 Edge Nodes. For example, Edge Node méght

public IP address so that another Edge Node coeltea

TCP connection to it directly; 2 Edge Nodes coun et

up direct connection based on TCP hole punching

technology; or there might be dedicated connedt@ineen

2 Edge Nodes. With the direct connection, the Edge

network topology will be a de-centralized mesh roetw

KubeBus needs to support the Edge mesh networkanea

such as TCP hole punching and efficient packetmrguh

Edge mesh network.

2) De-centralized EdgeMetadataService: The Edge nk&twor
will be a decentralized Edge mesh network. When the
connection to the Cloud is not available, the catina
between Edge Nodes might still work and the Edgddso
shall still collaborate with each other and workointly.

The De-centralized EdgeMetadataService is needed to
enable the metadata exchange between Edge NoHdgén
mesh network. For example, an Edge Node mightgdige
mesh network by connecting to another Edge Node. Th
route to the new Edge Node shall be propagatedhier o
Edge Nodes when the Cloud is offline with suppértie-

centralized EdgeMetadataService.

3) De-centralized Edge cluster: Based on the Edge mesh
network, the Edge Nodes shall work autonomouslyrwhe
the central Cloud is offline as a cluster. The ees/running
in one Edge Node could be re-scheduled to otheeNad
load balance, reliability with consideration of wetk
topology, resource limitation and pre-configuredskta
priority. De-centralized Edge cluster is needecdhieve

this goal.

6. CONCLUSION

With more data is generated from Edge side, more
computation which originally executes in Cloud vii# push to
Edge side. The Edge environment is different théoud with
respect of network topology, connectivity and perfance. Edge
infrastructure is critical for push Cloud computatito Edge
efficiently. This paper presents KubeEdge as onegeEd
infrastructure. The infrastructure is consideredmgxtension of
Cloud infrastructure. It builds a similar Edge extan
environment as Cloud by linking Edge Nodes and ViNCloud
as a single cluster. It could an alternative ofekisting Pub/Sub

based Edge infrastructure.
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